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nanluUszinAansgosMIuI 295 A53 Tae 46 asudunislaufreniandsulasaniy

meszuulnihiianudAyuarnsenusenatsnIngIu NMssnwiAutuaslasadenieleiues
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nstesfupinundenis n1sundes wagnislufiuaninvesroufinnes szuudeaisnis
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nsuaslalle (Non-repudiation)

szuumalulagansaumkaznsiaasitneldaanussuuininlulsemalne

szuuliidulassadeiiugiuiifiaruddyge (Critical Infrastructure: C1) Haqu Ti3usinng
thszuumeluladansaumnewarnsdeans (Information and Communication Technology: ICT) iun
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Ui https://csrc.nist.gov/glossary/term/cybersecurity (é’uaﬁ’uﬁmumwﬁﬁﬂqw: Prevention of damage to, protection of, and restoration of computers,
electronic communications systems, electronic communications services, wire communication, and electronic communication, including information
contained therein, to ensure its availability, integrity, authentication, confidentiality, and nonrepudiation.)

2 ynfl 3 sruuwelulaBansaumauaynisdoansifeateafuszuulifihluussmdlne Ghde 3.1)

® undl 3 szuumeluladansaumenaznsdeansiingadesiuszuulnihludsemndlne (Fde 3.2)
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@ @E @ ° Demand Response (DR)/

Demand-Side N7
SCADA/ EMS Smart Meter Management (DSM) %

(AMR/AMI/MDMS)

° RE Forecast - ° Micro Grid & ESS

Electric Vehicle (EV) &

Charging Station E ﬁ

JUN EX-1 vauwansfinyssuy ICT vesszuulnihUsemnalne
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(Fedwsu nln. waz nviw. 9zufu Distribution Management System (DMS) iau3msdanis
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Toufatinuaandn (Backbone Fiber Optic) telddmiunaidensieszninaqudaiuguuay
densfulselii wieaanddovvesnuissiu lneldlusinaeadaaisiiarunsariieu
vuluslnmea IP 1# 1w DNP3 over IP wisa ICCP over IP

o nsWAILIsTULENIIMASA whosumslaiiete 3 wids 1dTnnsiaunlasinisiusyuy
au1snninegrssoiiios wazdinsfinnuaonndesfunruwdunnsiauIszuulasatiey
andvninves Useinelng wa. 2558-2579 safansuiudgdlaseaineszuu ICT tielisesdy
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11599 srudsvenenatdltluauusnisusesulugng 5 U8 (w./.2563 — 2567) lown seuu
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fwesluihdaaer (Smart Meter) ssUuUImsinn13teyaines (Meter Data Management
System: MDMS) syuululasnia (Microgrid) seuUAnNIAUNGS91U (Energy Storage System:
ESS) 52UUN15ABUAUDIA1ULNARA (Demand Response: DR) 58 UUU3®154AN1591Ul%aN
(Demand-Side Management: DSM) LJudu Tnguuildunisimunnaluladaiuunuiidun
ansmninvesUsemalneves nak. axuansluguil EX-2 uazues nvin. uaz avu. azuandlugy

'
a

9 EX-3 anua1eu

Smart grid & ICT Technology 29508 5107 10 VUl

Demand Response (DR)

Renewable Energy Forecast System

Microgrid/Energy Storage System

ETC - - -

JUN EX-2 wwdliumswanssuuainsvinsaves nviw.

Smart grid & ICT Technology

Distribution/Feeder Automation (DA/FA)

Substation Automation

Distribution Management System (SCADA/DMS)

Smart Meter + AMR/AMI

Intelligent Charging System/V2G -

Demand Response (DR)/Demand-Side Management (DSM)

Intelligent Street Lights - -

Meter Data Management System

Microgrid Development

Energy Storage System

SPP/VSPP Data Communication System

77177 vlvvvv

Virtual Power Plant

ETC - -

JUN EX-3 unlilumsiaunseuuainsininuas nua. wag nnu.
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v v |

wadadesing o fenadiwansenuseszuuliii Aaldannatsanvg Tasutstennaiamis
lywesoonidu 2 Ussian® 1¥ud (1) Non-Adversarial Threat Ldu foanaufiiintulaesssud Loy
wiufulm gnndfe vefnnnnsnssihlngliiile vieaufianainvesiaszuy way (2) Adversarial
Threat ldud foanauiiinaingnssvidanuddaniedusgdlalunisanauvieiaudemes wie
yhdunmeseszuulnih (fausnglusudl Ex-4) sgnslsiny sansznuiiAnfuszuulntitlidnands
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Iwidusuauann videenadeliAnnisifnmnnisallaihduluaning daazdssansenudegldlin

AIUATITOU UAZERAMNTINAN 9 duanatundlauesdneglungu Adversarial Threat

nau Adversarial nay Non-Adversarial
1T
[oee )
‘.
P — D ]
o ol - & P w ‘ 9 v
Avifinainauasla AUAWA Tassaire/esdusznau fauannau
(Adversarial) (Accidental) VBATTUUATIAUNA (Environmental)

[ (Structural)
Augnanmilewed (Cyberthreat)

JUN EX-4 Uszinnvessieanany

U '
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Lihanfuaivgmenaiies anusiunwesnd vielileumamualsylovinanisiu viessain
AaynauTY flaufnduilldfmunfinuruazanudiuigremuiesgeatuogeainane Inisads
wieaiiolunislanf wu Tawrsuszanlnd q Afanududeusaresnuuuanlneaniysaudaunse
waugaun1InsIaFunmaAlulageng q Tulagduld wu Advanced Persistent Threats (APT) laidnag
\Ju STUXNET, Havex, BlackEnergy 1138 Industroyer swuinlgiinnsldinaiadlunislauiszuulnii
lpdn5e uaznebiinanudsmesoszuulnivesUsemaudaase wu nsdimsnisainislaudlauesse
szuulnliludssmegiasu Tul we. 2558 (a.A. 2015) wag WA, 2559 (A.A. 2016) danalilniiduluas
nadunau nsgmuseUszrnsdiuauun

o

nuan1sfnwinuitaiediulifinlaigndeunievesiningluvszasamiiiunldiielaud

msvhavessyuuldlneig Ussneume nMsmarunsevinauanudualaenieves Ui

¢ g98amnuNInsg 1l NIST 800-30 Guide for Conducting Risk Assessments
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= o ' da X '
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lorwasreszuulniiniAntuludnesdszina Tdun Stuxnet, Havex, BlackEnerey wag Industroyer

é’aﬂinﬂgiugﬂﬁ EX-5 uay AN3N7 EX-1
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identified
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M13199 EX- 1 agunsdfinundeanaumsleuessessuulniniiiniulusrsssme

G Wnang Ussnnfsanay yawngsla NANTENY
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Tsaldnfandes
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15199 EX-2 agunnsinveshegunnsgiumsussiiuanudesusiayssing

security risk

management

(Business Impact) —

5 S¥6U

INTFIU Uaden1susziliu FTAY nst Ul
AN
GEN
NIST 800-3 Tonafiaziia 550U | nMsUsziliuanuidedlu
Guide for WAN13ad SvazBuaveInsimalulad
Conducting Risk (Likelihood) - 5 ansaunainldlunistuindou
Assessments SEAU FINIVDIDIANT
Nansenu (Impact) -
5 520U (WU T8UN
panudu 5 fw)
ISO/IEC27005 - Tonaiiaziia 590U | MsUszdiuanudedlu
Information anSal UazBeaveINIsiImalulad
Technology — (Likelihood) - 5 ansaumaAnlglunstuindou
Security techniques FEAU 33NVDIDIANT
— Information NANSENUNNGGINT

ISO 31000

Risk management -

Guidelines

ANSUSTNTINNTANULFLI LN

g seauniAns

Tnevluudn ndnnismsusziiuanudssesunasgiuinarunludisuazadnendauaziduly
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Uszadiupnudululy (Likelihood) uasransznu (Impact) ienaiintusensngdumslauodiiu saud
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U EX-6 Funeuvdnlumsussiiumnudssiloiues
a ¢ o o g 1
ﬂqi'ﬁl’ﬂiqzﬂﬂ’)'lllLﬁEl\1“1]'ENﬂElﬂﬂﬂ']ﬁJVI']\ﬂ‘ULUﬂiﬂaizUU‘lWﬁﬂ
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dosveafoanauluueslunalwiivesngginmeiasluveuninseunquis ssuulniives
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Uszumuaaiuanam

* Cyber Attack Surface
O Network

yawvggsle

Attack Surface

i
i
'
i
i
i O Software
i
'
I

* Physical Attack Surface

CGHER ] e S :

arutululs

JUT EX-7 nsoumatsziliuanudesiulaues

N1531A31EN Attack Surface vasszuulnivesUszmalneg Jeanansagnanaulanieleiuas uaz

YIN9DY 9

an1du SANS” wagaa 1t 1SC28 ladianu “Attack Surface” Wiludianiafieafiu laenuneds
dulndruniwesssuuiionaludemnaiiglivszasddldlunisunsnidilulussuuneuiiumes uazens
liAan1slnme Mavasuwdas vsensyhatedeyalaelilasueugyn nsdria Attack surface T

eraszaunsnanAdsveIn1sgnlanfla’ Attack surface aunsaudsoantaidu 3 ngu Aweluil

® Network Attack Surface: dauladiunilivasszuuiasetienorndudeananidlivszasdald
lunsynynidndisssuula Tnsaseuaguiiagunsal (Devices) 1u Lsunas W$iea wn3eq
ARLIMBINANT @unsnlviy (Smart Phone) T3uEle Wsuwisvesgunsal (Firmware) WWslamea

(Protocol) wagnase (Port) lunisaeansdmsuliusniswaundnduniaeiadng (Services)

® Software Attack Surface: @3uladiuvilsrasgenduiinsessausznoulunisinauves
s s = oA ! o N o v A & | i !
worduIs Tufsdunwendelunisitnunieiudideya (Interface) Nealuteaniadiglsl
Uszaadldlunisungnidrfessuula
® Human Attack Surface: Yadluifiiina1nianssy n1saduny viiensandulaegnslaogig
wilawesunaa Wdrasilunisasiaglunisufiandia msujifauvsensdndulaniianain
wseNInsevile 4 e1vdanasioguan audy wazddn Fufnannisnssinlaeyraininiely
23An3 (Insiden) Janguililunguidainudssnagandudinunevesnislanfiuuu Social

Engineering mmﬁqw

7 psdnsiiierrusuiielunisifouay msfinwdiunisShwianudasadenidluues
& gondudmiudneusuuaglinisusesinuanuduaslasniuvesanigewwsn
% 9111 : SANS: ICS Attack Surfaces 1SC2, ICS LEXICON
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a3Ufeee Attack Surface vasszuulninvesUsewmalne

M5197 EX-3 $9819 Attack Surface vesszuulnivesuszmelng

Attack surface

A1sWAR/d9/a e WA I

AU1SNNIA

nsidhfsdeyavasszuulniin

Network Attack Surface
(rypuAgudtgUNIalLaY
slnmoa)

o msdousioszyinsgud
mumuazéﬁms (Control
Center) uagipzotnely
Lsalvi viseanillihgey

Usenn LAN %58 WAN
o TUslnmeaiildidnsia

e gunsalnimauy (Field
Device) 1u gUnsaing3ain

18

o Iassvgszuuimestnii
99238% (Advanced
metering infrastructure :

AMI)
o Tassngszuululasnse

® gunsal Smart appliance

LASDUNLABUNILANDI NI DD UMD FLTin

nsidhfsdeyavasszuulniivesuszndalvesalanluiuas@nsauaguiaimnisauy q Alildszuy

Software Attack Surface

® 53UU SCADA / s3UuU
EMS /sguu DMS

®  SYUUUINITINNIG
nszudlindndes (Outage

Management System:

OMS)

® STUUUIMIINNTURYA
11m95 (Meter Data
Management System:

MDMS)

o szuvlmesinidaniey
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